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Digital Citizenship – Digital „Mündigkeit“
Self-determination, personal responsibility, independence
review articles

Why digital „Mündigkeit“?
• Social media changes communicative processes and
opinion-forming
• Recommendation systems change what information we
consume
• Filter bubble is the result of repetitive recommendations
• Social bots influence the climate of opinion by pretending
to have majorities
• Fake news are digital propaganda under the disguise
of objective reporting

aftermath of the attack, mostly due to
bots automatically retweeting posts
without verifying the facts or checking
the credibility of the source.20
With every new technology comes
abuse, and social media is no exception. A second category of social bots
includes malicious entities designed
specifically with the purpose to harm.
These bots mislead, exploit, and manipulate social media discourse with
rumors, spam, malware, misinformation, slander, or even just noise. This

may result in several levels of damage
to society. For example, bots may artificially inflate support for a political
candidate;28 such activity could endanger democracy by influencing the
outcome of elections. In fact, this kind
of abuse has already been observed:
during the 2010 U.S. midterm elections, social bots were employed to
support some candidates and smear
their opponents, injecting thousands
of tweets pointing to websites with
fake news.28 A similar case was report-

This network visualization illustrates how bots are used to affect, and possibly manipulate, the online debate about vaccination policy.
It is the retweet network for the #SB277 hashtag, about a recent California law on vaccination requirements and exemptions. Nodes
represent Twitter users, and links show how information spreads among users. The node size represents influence (times a user is
retweeted), the color represents bot scores: red nodes are highly likely to be bot accounts, blue nodes are highly likely to be humans.
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ed around the Massachusetts special
election of 2010.26 Campaigns of this
type are sometimes referred to as astroturf or Twitter bombs.
The problem is not just establishing the veracity of the information
being promoted—this was an issue
before the rise of social bots, and remains beyond the reach of algorithmic approaches. The novel challenge
brought by bots is the fact they can
give the false impression that some
piece of information, regardless of
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Digital "Mündigkeit" is the ability to preserve this ability in a digitized world.

Democracy and digitalization of communication

Democracy through political participation
„Mündige“ citizens take charge of social life
• Insightful delegation of the will of public
• Control of the execution of will
• Transformation of personal into rational authority
Requirements:
• political public space, communicative participation, reliable information
• rational communication and deliberation
Web 2.0/Social Media offers a new form of publicity
• 19 million daily users on Facebook
• abstract, indirect participation in the digital public sphere
• Feel independent
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Human-Computer Interaction Center
RWTH Aachen University

Fake news, social bots, and the filter bubble
Dangers for democracy (Bozdag & Hoven, 2015)
Restriction of individual freedom
• Access to free information
• Separation of information and power
Infiltration of civil discourse
• Respect for diversity of opinion
• Quality of information
Reduction of competitiveness
• Unification of content (Nguyen et al. 2014)
Antagonization & Polarization (Liao & Fu, 2013)
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Simulation as the epistemological link between deduction and
induction
Models of theory building in social science
Deductive analytical approach
•
•
•

Theory-based analysis and time diagnostics
mathematical, closed representation
"elegant" description of phenomena

Inductive empirical approach
•
•
•

qualitative and quantitative empirical social research
Category formation and characterization of categories
"valid" quantification of interrelationships

Simulative generative approach
•
•
•

Model assumptions, inductive data generation
inductive and deductive theory development
Description of complex systems, emergence

Methodical Triangulation
Lehrstuhl für Communication Science
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Agent-based modelling in the social sciences
Macro level
• Impact of homophily on opinion polarization (Mäs &
Flache, 2013)

• Effect of information overload on virality (Qiu et al. 2017)
Meso level
• Simulation of logistics and movement (Narain et al. 2009)
• Generation of artificial, social network structures
1
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(Wassermann & Pattison 1996, Leskovech et al. 2009)

Micro level
• Simulation of cognitive modules
• Structural equation models for causal relationships
• Personality traits of opinion leaders (Yalish et al. 2008)
• Transfer to BDI agents?
Research Needs:
• Multi-Scale Modelling
• Modeling algorithmic participants
• Recommendation system, social bots
• cross level agent models
Lehrstuhl für Communication Science
Human-Computer Interaction Center
RWTH Aachen University

Despite the slightly higher volume of conservatively aligned articles shared (Fig. 1), liberals
tend to be connected to fewer friends who share
information from the other side, compared with
their conservative counterparts: Of the hard news
stories shared by liberals’ friends, 24% are crosscutting, compared with 35% for conservatives
(Fig. 3B).
The media that individuals consume on Facebook depends not only on what their friends
share but also on how the News Feed ranking
Fig. 1. Distribution of ideological alignment of content
shared on Facebook measured as the average affiliation of sharers weighted by
the total number of shares.
Content was delineated as
liberal, conservative, or neutral
on the basis of the distribution
of alignment scores (details
are available in the supplementary materials).
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tential exposures (cases in which an individual’s
friend shared hard content, regardless of whether
it appeared in her News Feed), 903 million exposures (cases in which a link to the content
appears on screen in an individual’s News Feed),
and 59 million clicks, among users in our study.
We then obtained a measure of content alignment (A) for each hard story by averaging the
ideological affiliation of each user who shared
the article. Alignment is not a measure of media slant; rather, it captures differences in the

Proportion of shares

lation around the creation of “echo chambers”
(in which individuals are exposed only to information from like-minded individuals) and “filter
bubbles” (in which content is selected by algorithms according to a viewer’s previous behaviors), which are devoid of attitude-challenging
content (3, 9). Empirical attempts to examine
these questions have been limited by difficulties in measuring news stories’ ideological leanings (10) and measuring exposure—relying on
either error-laden, retrospective self-reports or
behavioral data with limited generalizability—
and have yielded mixed results (4, 9, 11–15).
We used a large, comprehensive data set from
Facebook that allows us to (i) compare the ideological diversity of the broad set of news and
opinion shared on Facebook with that shared
by individuals’ friend networks, (ii) compare this
with the subset of stories that appear in individuals’ algorithmically ranked News Feeds, and
(iii) observe what information individuals choose
to consume, given exposure on News Feed. We
constructed a deidentified data set that includes 10.1 million active U.S. users who selfreport their ideological affiliation and 7 million
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aftermath of the attack, mostly due to
bots automatically retweeting posts
without verifying the facts or checking
the credibility of the source.20
With every new technology comes
abuse, and social media is no exception. A second category of social bots
includes malicious entities designed
specifically with the purpose to harm.
These bots mislead, exploit, and manipulate social media discourse with
rumors, spam, malware, misinformation, slander, or even just noise. This

may result in several levels of damage
to society. For example, bots may artificially inflate support for a political
candidate;28 such activity could endanger democracy by influencing the
outcome of elections. In fact, this kind
of abuse has already been observed:
during the 2010 U.S. midterm elections, social bots were employed to
support some candidates and smear
their opponents, injecting thousands
of tweets pointing to websites with
fake news.28 A similar case was report-

Computer-based, artificialCparticipants in public discourse
Temporal Retweet Timestamps

• Change in the perception of the majority (Bessie
Temporal Tweet Timestamps

ed around the Massachusetts special
election of 2010.26 Campaigns of this
type are sometimes referred to as astroturf or Twitter bombs.
The problem is not just establishing the veracity of the information
being promoted—this was an issue
before the rise of social bots, and remains beyond the reach of algorithmic approaches. The novel challenge
brought by bots is the fact they can
give the false impression that some
piece of information, regardless of

und Ferrara, 2016, Ferrara u.a. 2016)

• Intervention in civil discourse(Woolley, 2016, Zhang
u.a. 2013)
Figure 2. User behaviors that best discriminate social bots from humans.

(Stieglitz u.a. 2017)

Social bots retweet more than humans and have longer user names, while they produce fewer tweets,
replies and mentions, and they are retweeted less than humans. Bot accounts also tend to be more recent.
Human

Social bot
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ROC via cross validation. In addition to
Bots are continuously changing
Lehrstuhl für Communication Science
the classification results, Bot or Not? and evolving: the analysis of the highHuman-Computer Interaction Center
features a variety of interactive visual- ly predictive behaviors that featureRWTH Aachen University
izations that provide insights on the based systems can detect may reveal
features exploited by the system (see interesting patterns and provide
Figure 1 for examples).
unique opportunities to understand

to discriminate between bots
and humans. User meta-data is considered among the most predictive
feature and the most interpretable
ones.22,38 We can suggest a few rules
of thumb to infer whether an account
is likely a bot, by comparing its metadata with that of legitimate users (see
Figure 2). Further work, however, will
be needed to detect sophisticated
strategies exhibiting a mixture of humans and social bots features (sometimes referred to as cyborgs). Detecting these bots, or hacked accounts,43
is currently impossible for featurebased systems.

V I S UA L I Z AT I O N C O U RT ESY O F I N D I A N A U N I V E R S I T Y

• Identification and simulation of social botshow

Combining Multiple Approaches
Alvisi et al.3 recognized first the need
of adopting complementary detecThis network visualization illustrates how bots are used to affect, and possibly manipulate, the online debate about vaccination policy.
tion techniques
to network
effectively
It is the retweet
for the #SB277deal
hashtag, about a recent California law on vaccination requirements and exemptions. Nodes
represent Twitter users, and links show how information spreads among users. The node size represents influence (times a user is
retweeted),
color represents
bot scores: red nodes are highly likely to be bot accounts, blue nodes are highly likely to be humans.
with sybil attacks
inthesocial
networks.
The Renren 98
Sybil detector37,42 is an
E.
Ferrara of
u.a.
“The rise
of explores
social bots”.
In: Communications of the ACM 59.7 (2016), S. 96–104.
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tiple dimensions of users’ behaviors
like activity and timing information.
Examination of ground-truth clickstream data shows that real users
spend comparatively more time messaging and looking at other users’
contents (such as photos and videos),

displayed
votes. As the illustration shows, the displayed opinion mean quickly appro
Agent-based modelling in the social
sciences
the control treatment mean, independent of its initial value.

Figure 4.1: Smoothed trajectories of treatment means. Gray area represents 95-pe
confidence interval around control mean (dotted line).
(a) All subjects
(b) Libera

• Polarization without negative influence(Mäs
& Flache, 2013)

• kacascading norm violations (Mäs & Opp, 2016)
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Figure 1.1

The Schelling Model at the Start (Left) and After
Equilibrium Has Been Reached (Right), With a Uniform
Tolerance of 0.3

SOURCE: Wilensky, U. (1998). NetLogo Segregation model. http://ccl.northwestern.edu/
netlogo/models/Segregation. Center for Connected Learning and Computer-Based Modeling,
Northwestern University, Evanston, IL.
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Opinion Dynamics
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lation. We shall review just one such study, although there are a number that
explore the consequences of different assumptions and opinion transmission
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Agent-based modeling at the meso level
• Impact of homophily on opinion
polarisation (Mäs & Flache, 2013)
• Effect of information overload on virality
(Qiu u.a. 2017)
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~45% of the hard content that liberals would be
exposed to would be cross-cutting, compared with
40% for conservatives (Fig. 3B). Of course, individuals do not encounter information at random in
offline environments (14) nor on the Internet (9).
Despite the slightly higher volume of conservatively aligned articles shared (Fig. 1), liberals
tend to be connected to fewer friends who share
information from the other side, compared with
their conservative counterparts: Of the hard news
stories shared by liberals’ friends, 24% are crosscutting, compared with 35% for conservatives
(Fig. 3B).
The media that individuals consume on Facebook depends not only on what their friends
share but also on how the News Feed ranking
Fig. 1. Distribution of ideological alignment of content
shared on Facebook measured as the average affiliation of sharers weighted by
the total number of shares.
Content was delineated as
liberal, conservative, or neutral
on the basis of the distribution
of alignment scores (details
are available in the supplementary materials).
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Differentiation without Distancing

Figure 2. Bi-polarization generated by argument exchange and homophily (N = 100, P = C = 30, S = 10, h = 9).
doi:10.1371/journal.pone.0074516.g002

Qiu, X., Oliveira, D. F., Shirazi, A. S., Flammini, A., & Menczer, F. (2017).
Limited individual attention and online virality of low-quality
information. Nature Human Behavior, 1, 0132.
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implement influence as opinion averaging predict zero future
opinion changes when all agents hold the same opinion [48]. The
same holds for models that assume both positive and negative
social influence, because in these models negative influence only
occurs when there are sufficiently strong opinion differences
between agents already at the outset of the influence process [88].
Hence, ACTB and existing models of social influence imply
critically different opinion dynamics that unfold from perfect
opinion uniformity, making this an interesting initial condition to
demonstrate the theoretical implications of ACTB.
Figure 2 shows a surface graph which depicts the development
of the opinion distribution during a typical simulation run. At the
beginning of the simulation (event zero), all 100 agents hold the
same opinion. The figure shows how bi-polarization emerges in
this simulation run. While opinions are approximately uniformly
distributed after about 10,000 simulation events, the distribution
becomes bimodal after about 15,000 events. Subsequently, the two
modes gradually become more accentuated and shift towards the
opposite ends of the opinion spectrum until, after about 30,000
events, the population is almost entirely split into two approximately equally large subsets of agents with opinions of 21 and +1,

other with arguments that further intensify their opinion tendency
rather than to communicate arguments that render their opinions
more moderate again. Eventually the opinion trajectories of all
agents move to one of the two outer ends of the opinion scale. At
this point, the opinion distribution stabilizes, because agents base
their opinions on either only pro or only con arguments such that
interaction is only possible between agents who already hold
identical opinions. Agents can no longer learn arguments that
could change their opinions.
1.3.4. Effects of homophily. According to ACTB, communication of persuasive argument can create bi-polarization only if
interaction partners are selected based on homophily. In order to
test whether homophily always entails bi-polarization, or whether
bi-polarization can only arise when homophily is sufficiently
strong, we conducted a simulation experiment in which we varied
the model parameter h between 0 (no homophily) and 8 (strong
homophily) in steps of 1. Per condition, we ran 500 independent
realizations of the simulation. In all simulations of this experiment,
we studied populations of 20 agents (N = 20). This is a plausible
group size for school classes and work teams [89], two of the
settings for which theory and empirical accounts of intra-group

Downloaded from www.sc

URLs to the 226,000 distinct hard-content URLs
shared by at least 20 users who volunteered their
ideological affiliation in their profile, so that
we could accurately measure ideological alignment. This data set included ~3.8 billion potential exposures (cases in which an individual’s
friend shared hard content, regardless of whether
it appeared in her News Feed), 903 million exposures (cases in which a link to the content
appears on screen in an individual’s News Feed),
and 59 million clicks, among users in our study.
We then obtained a measure of content alignment (A) for each hard story by averaging the
ideological affiliation of each user who shared
the article. Alignment is not a measure of media slant; rather, it captures differences in the

Proportion of shares

Polarization

tential to limit exposure to attitude-challenging
information (2, 3, 6), which is associated with the
adoption of more extreme attitudes over time (7)
and misperception of facts about current events
(8). This changing environment has led to speculation around the creation of “echo chambers”
(in which individuals are exposed only to information from like-minded individuals) and “filter
bubbles” (in which content is selected by algorithms according to a viewer’s previous behaviors), which are devoid of attitude-challenging
content (3, 9). Empirical attempts to examine
these questions have been limited by difficulties in measuring news stories’ ideological leanings (10) and measuring exposure—relying on
either error-laden, retrospective self-reports or
behavioral data with limited generalizability—
and have yielded mixed results (4, 9, 11–15).
We used a large, comprehensive data set from
Facebook that allows us to (i) compare the ideological diversity of the broad set of news and
opinion shared on Facebook with that shared
by individuals’ friend networks, (ii) compare this
with the subset of stories that appear in individuals’ algorithmically ranked News Feeds, and
(iii) observe what information individuals choose
to consume, given exposure on News Feed. We
constructed a deidentified data set that includes 10.1 million active U.S. users who selfreport their ideological affiliation and 7 million

Modelling of cognitive agents
Decision-making processes at the micro level
• Modeling of opinions on structural
equation models (Garcia et al. 2012)
• Modeling of causal interactions
• Personality traits of opinion leaders (Yalish
et al. 2008)

Transfer to BDI agents?
• belief
• desire
• intent

Hansen, S. S., & Lee, J. K. (2013). What drives consumers to pass along marketergenerated eWOM in social network games? social and game factors in
play. Journal of theoretical and applied electronic commerce research, 8(1), 53-68.
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Alternative agent models
Cognitive Architectures
• ACT-R (John R. Anderson)
•
•

high similarity to neural architecture, replicates findings of attention, memory and
learning
elaborate simulation

• SOAR (John Laird, John R. Anderson, Paul Rosenbloom)
•
•

Problem-Space-Search, applicable indecision making, problem solving, planning,
language generation
elaborate simulation

• CLARION (Ron Sun)
•
•
•

implicit and explicit processes, goals, motivation
models implicit learning tasks
modeling artificial consciousness

• BDI (Wooldridge)

Lehrstuhl für Communication Science
Human-Computer Interaction Center
RWTH Aachen University

Models of social networks
Macro-level modeling and multi-scale models
Diffusion of opinion in self-similar network
structures
• Methods of social network analysis
• Parameter estimation using sociometric methods
and social media mining
• Generation of artificial, social network structures
(Wassermann & Pattison 1996, Leskovech et al. 2009)

Multi-scale modeling
• Edge bundling (Peysakhovich and others 2015)
• Community Detection (Fortunato 2010)
• cross level agents
• Visualization of multi-scale networks and opinionforming processes
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Summary
review articles

Public discourse in social media
Aim
•
•

may result in several levels of damage
to society. For example, bots may artificially inflate support for a political
candidate;28 such activity could endanger democracy by influencing the
outcome of elections. In fact, this kind
of abuse has already been observed:
during the 2010 U.S. midterm elections, social bots were employed to
support some candidates and smear
their opponents, injecting thousands
of tweets pointing to websites with
fake news.28 A similar case was report-

ed around the Massachusetts special
election of 2010.26 Campaigns of this
type are sometimes referred to as astroturf or Twitter bombs.
The problem is not just establishing the veracity of the information
being promoted—this was an issue
before the rise of social bots, and remains beyond the reach of algorithmic approaches. The novel challenge
brought by bots is the fact they can
give the false impression that some
piece of information, regardless of

Multi-scale modeling for opinion formation in
hybrid communicative structure
Agent-based modeling approaches
Improved understanding of human factors in
polarization processes

Dr. André Calero Valdez

Differentiation without Distancing

This network visualization illustrates how bots are used to affect, and possibly manipulate, the online debate about vaccination policy.
It is the retweet network for the #SB277 hashtag, about a recent California law on vaccination requirements and exemptions. Nodes
represent Twitter users, and links show how information spreads among users. The node size represents influence (times a user is
retweeted), the color represents bot scores: red nodes are highly likely to be bot accounts, blue nodes are highly likely to be humans.
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Figure 2. Bi-polarization generated by argument exchange and homophily (N = 100, P = C = 30, S = 10, h = 9).
doi:10.1371/journal.pone.0074516.g002

implement influence as opinion averaging predict zero future
opinion changes when all agents hold the same opinion [48]. The
same holds for models that assume both positive and negative
social influence, because in these models negative influence only
occurs when there are sufficiently strong opinion differences
between agents already at the outset of the influence process [88].
Hence, ACTB and existing models of social influence imply
critically different opinion dynamics that unfold from perfect
opinion uniformity, making this an interesting initial condition to
demonstrate the theoretical implications of ACTB.
Figure 2 shows a surface graph which depicts the development
of the opinion distribution during a typical simulation run. At the
beginning of the simulation (event zero), all 100 agents hold the
same opinion. The figure shows how bi-polarization emerges in
this simulation run. While opinions are approximately uniformly
distributed after about 10,000 simulation events, the distribution
becomes bimodal after about 15,000 events. Subsequently, the two
modes gradually become more accentuated and shift towards the

other with arguments that further intensify their opinion tendency
rather than to communicate arguments that render their opinions
more moderate again. Eventually the opinion trajectories of all
agents move to one of the two outer ends of the opinion scale. At
this point, the opinion distribution stabilizes, because agents base
their opinions on either only pro or only con arguments such that
interaction is only possible between agents who already hold
identical opinions. Agents can no longer learn arguments that
could change their opinions.
1.3.4. Effects of homophily. According to ACTB, communication of persuasive argument can create bi-polarization only if
interaction partners are selected based on homophily. In order to
test whether homophily always entails bi-polarization, or whether
bi-polarization can only arise when homophily is sufficiently
strong, we conducted a simulation experiment in which we varied
the model parameter h between 0 (no homophily) and 8 (strong
homophily) in steps of 1. Per condition, we ran 500 independent
realizations of the simulation. In all simulations of this experiment,

Lehrstuhl für Communication Science
Human-Computer Interaction Center
RWTH Aachen University

COMMUNICATIONS OF THE ACM

| JULY 2016 | VOL. 59 | NO. 7

V I S UA L I Z AT I O N C O U RT ESY O F I N D I A N A U N I V E R S I T Y

•

aftermath of the attack, mostly due to
bots automatically retweeting posts
without verifying the facts or checking
the credibility of the source.20
With every new technology comes
abuse, and social media is no exception. A second category of social bots
includes malicious entities designed
specifically with the purpose to harm.
These bots mislead, exploit, and manipulate social media discourse with
rumors, spam, malware, misinformation, slander, or even just noise. This

